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DEVOPS ENGINEER TO CLOUD ARCHITECT

DEVOPS
ENGINEER

10 courses
11h 45m 38s

DevOps mindset,
promoting DevOps
disciplines,

Kanban for
operations,

Agile and DevOps,
DevOps in
continuous delivery
and continuous
integration,
DevOps and AWS,
Azure and DevOps,
Google Cloud
platform and
Devops,
infrastructure as
code

10 courses
12h 31m 42s

DevOps automation
architect,

DevOps
Automation
strategies and
design patterns,
AWS DevOps
automation,

Azure DevOps
automation,

Google Cloud
Platform DevOps
automation,
DevOps automation
Across platforms
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CLOUD
ARCHITECT

13 courses
13h 30m 17s

moving from
DevOps to
CloudOps;
elements of l1aasS;
public, private, and
hybrid CloudOps
interoperability;
Docker and
Kubernetes in
multi -cloud
environments;
OpenStack in
CloudOps;
securing CloudOps
deployment;
CloudOps in
software defined
WANSs

NEXT JOURNEY

6 courses
5h 41m 7s

A cloud
architecting,
A transitioning to
cloud
operations,
A CloudOps
solutioning,
A CloudOps
explainability,
A future trends in
cloud computing
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Track 1.Cloud Engineefduration: 11h 45m 38%

Adopting the DevOps
Mindset

Niranjan Pandey

Software Engineer and Big Data Expert

6 )

Objectives

A define the concept of DevOps and how Dev(
practices can help eliminate the problems
traditional software development approaches
describe different approaches of embracing t
DevOps mindset and the value DevOps brings
software development projects

differentiate between the mindsets that driv
traditional and DevOps software development

list key elements of the DevOps mindset and desc
the roles of design thinking, Lean, and Agile
enabling and facilitating DevOps in the enterprise
describe values of the DevOps mindset that play
roles in transforming software development praetss
to DevOps

specify the benefits of transforming softwa
development approaches with the DevOps mind
with a focus on agility and automation

recognize the critical role played by the cloud
realizing the benefits the DevOps mindset

recall the criteria for selecting oipremise, cloud,
hybrid or multicloud architectures when adoptin
the continuous deployment principle of DevOps
describe the DevOps methodologies, principles,
strategies that are used to build the eo-end
DevOps deliveryfécycle

list tools that can be used to set up and implemé
endto-end DevOps and CloudOps practices

set up a DevOps framework to enable Dev(
adoption in the cloud

configure Bitbucket to implement code collaborati
using code repository, build, and aumated
deployment

set up configuration management tools to mana
deployments on diversified targets, including -g
premise and cloud

p>)

p>)

d

Niranjan Pandey

Software Engineer and Big Data Expert

DevOps Practices for the
Enterprise

ijectives

A

A

A

>

recall common application management roadbloc
and describe how the adoption DevOps practices
andprinciples can help resolve them

compare DevOps and traditional IT management
approaches from the perspective of driving
software and system innovation

describe Disciplined DevOps and the workflow of
Disciplined DevOps, with focus on how Discipling
DevOpsaddresses challenges faced by modern
organizations

list critical change management elements and
phases that enable enterprises to achieve better
outcomes with the right cultural shift

describe the paradigms used to provide complete
management layers foralivering applications
using the DevOps landscape

describe how DevOps can be utilized to bring
people, process, and technology together for digi
transformation in every layer

recognize prominent deployment strategies and
differentiate between tradition§ modern, and
dynamic deployment approaches

list the features of prominent tools and platforms
used to set up traditional and DevOps deploymel
environments

set up deployment projects using Atlassian tools
apply DevOps principles to setting up modern
deployment environments that are powered by
containerization in the cloud

recall the general release scheduling strategies tl
potentially support the Disciplined DevOps minds
set up release management solutions that can hg
track crossproject releases oa single board with
custom release workflows




Kanban for Operations: Agile and DevOps:
Managing Projects Using Adopting Agile
: Kanban Methodology
Niranjan Pandey «?R\\ Niranjan Pandey
Software Engineer and Big Data Expert g Software Engineer and Big Data Expert
Objectives Objectives
A recall the history of Kanban and recognize Kanbar] A recognize the objectives of Agile and the core Ag
strategies for helping I@perations teams meet principles based on the Agile Manifesto
project timelines A recognize Agile Manifesto values that can help
A describe the guiding principles and core practices elevate businesses to the next level
Kanban A recognize the combined benefits of DevOps and
A recognize key terms and goals that are critical for Agile in managing largeae enterprise projects
successful rollout of Kanban for operations A differentiate between Agile and DevOps practice;
A describe Kanban elements that are used to manag A create Scrum boards to implement the Agile proj
projectexecution, with focus on role, prioritization, management methodology
blocker, and feedback A create, configure, and start Sprints to manage
A describe project tracking and forecasting techniqu projects and Backlogs
in Kanban project management A describe Scrum and the Scrum roles uked
A describe how Kanban enables value stream implementing Agile projects
visualization and ensures stable flow of DevOps | A list the types of reports that can help track Work i
practices Progress, including Burndown reports and Veloci
A recallapproaches Waterfall teams can use to charts
transition to Kanban practices A recognize the steps involved in the visual
A create Kanban projects and configure the projects requirements gathering process for Agile project
prioritize and visualize project workflows management
A list project management tools that can be used to | A describe he influence of architecture vision on
implement Kanban for managing value sines in team velocity and software quality, with a focus ¢
project implementations the benefits of architecture vision
A create Kanban boards and configure the columns| A set up Agile product development projects and
monitor project work and implement continuous practices using Jira, while also specifying the
delivery of work product vision, goal, and projecsgmation with
A list important Kanban board metrics for tracking ar the use of the objective criteria technique
measuring progress and optimizing productivity A implement Agile practices using Microsoft Azure
A use theKanban project management approach to DevOps and TFS
demonstrate Agile metrics for optimizing delivery | A list the key performance indicators and metrics tH
A create and configure Kanban boards and visualize are used in Agile to evaluate the progress of
flow of work to map teams' workflow stages development projects
A set WIP limits to constrain work in progress while
using Kanbaprojects
A apply Kanban approaches to manage DevOps
practices for a productive DevOps team, with focu
on work in progress, value stream mapping, and
work items
A describe the quality control and continuous
improvement processes that are applied in Kanbal
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Niranjan Pandey

Software Engineer and Big Data Expert

Adopting the DevOps CI/CI
Paradigm

describe the DevOps lifecycle and the patterns uss
to complement the Agile methodology and move
towards adopting DevOps practices

describe continuoudelivery and the benefits of
adopting it

list the key principles and foundational practices th
are essential in implementing continuous delivery
describe the role of architecture, culture, and
patterns in adopting successful continuous deliver
list tools used to implement continuous delivery an
their features

set up the continuous delivery architecture using
required toolsets

describe continuous integration and the principles
that can be applied to implement it

describe key practices fefffectively implementing
continuous integration

differentiate between continuous integration,
continuous delivery, continuous deployment, and
value stream mapping

use Bitbucket to set up repositories and pipelines 1
adopt continuous delivery workflows

setup continuous integration workflows in Bitbucke
Pipelines using sample Node.js applications

build continuous delivery workflows with the use of
the Branchper-Issue model and Atlassian tools
implement continuous deployment pipelines with
Bitbucket Pipelies

describe Git branching strategies that can help
achieve continuous delivery

recognize how the Continuous Delivery Maturity
Model can help build and implement Enterprise
Continuous Delivery, with a focus on the Build,
Deploy, Test, and Report phases

list Application Release Automation components a
benefits

recognize the criteria for selecting code repository
solutions that can compliment organizational
strategies

build GitFlow workflows to design branching mode
and enable scheduled release cycles

demonstrate the use of GitLab as a complete Dev(
platform for endto-end DevOps lifecycle
implementation

demonstrate use of CI/CD over containerization to

drive down preproduction costs

DevOps & AWS: CloudQy
Implementation

Niranjan Pandey

Software Engineer and Big Data Expert

ijectives

A

>

>

A

> >

A

recognize the relationship between AWS and
DevOps

recognize the benefits of using AWS for CloudOy
and DevOps implementation

list AWS services that provide tooling support for
implementing eneto-end CloudOps lifecycle
describe AWS services that are used to provisior
configure, and manage AWS infrasturet
resources using code and templates, while also
monitoring and enforcing infrastructure complian
describe continuous integration and continuous
delivery implementation approaches using AWS
services

set up continuous integration workflows with AW!
CodePipeline to build code with AWS CodeBuild
use CodeCommit to manage code repositories th
can be used in CloudOps implementation

use AWS CodeStar to develop, build, and deploy
applications in AWS

recognize application deployment targets in AW¢E
implement AW5 CodePipeline in the AWS Cloud€
Integrated Development Environment

work with AWS Ray to visualize application
components, and identify and troubleshoot
performance bottlenecks

build dynamic and enterpriseeady CI/CD
environments for serverless applidan

deployment in AWS




CloudOps with Azure
DevOps Tools

Niranjan Pandey

Software Engineer and Big Data Expert

Objectives

A recall DevOps and CloudOps concepts and descti
the DevOps application lifecycle and the Azure
DevOps reference model

A list AzureDevOps tool features that can be used fo
software development with source control, work
tracking, and continuous integration and delivery

A use Azure Boards to manage software projects by

tracking stories, Backlogs, features, and associate

bugs

install andconfigure Azure Boards for GitHub to

manage the connection of Azure Board projects wi|

GitHub repositories

create local Git repositories and synchronize them

with centralized Git repositories in Azure DevOps

configure continuous integration and continusu

deployment for applications using build and releas

in Azure Pipelines

work with Azure Artifacts to discover, install, and

publish NuGet, NPM, and Maven packages in Azu

DevOps

use Azure DevOps to create test plans for validatir

applications in orderd manage the software

development project testing lifecycle

monitor application performance using Application

Insights

deploy applications to AWS through Azure DevOp

recognize the approach of shifting security mindse

to DevSecOps culture with focus aarious security

strategy components

describe the approach of applying Azure DevOps

principles to transform monolithic solutions to cloui

solutions
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CloudOps with Google
Cloud Platform Tools

Niranjan Pandey

Software Engineer and Big Data Expert

ijectives
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describe the technical, procedural, measurement,
and cultural capabilities of Google CldRihtform
that drive higher software delivery with CloudOps
recognize Google Cloud Platform solutions for-eng
to-end CloudOps implementation

specify the benefits of and approaches for
implementing CloudOps on Google Cloud Platforn
create and manage a sourcede repository using
the Google Cloud Console and gcloud command |i
tool

describe Cloud Build features that can be used to
implement continuous integration

list Google Cloud Platform configuration
management tools and their features

build configuratiormanagement workflows using a
single machine running Chef Client

describe the Google Cloud Platform reference
pipeline for continuous integration that helps in
delivering quality software and systems

use Cloud Build and GitHub to automate continuot
integration workflows for serverless applications
describe continuous delivery pipelines and the
benefits of using Google Cloud Platform for
continuous delivery

automate App Engine deployments with Cloud Bui
and Cloud Source Repositories

create continuous delery pipelines using Google
Kubernetes Engine, Cloud Source Repositories, C
Build, and Spinnaker for Google




CloudOps: Infrastructure as Code

Niranjan Pandey

Software Engineer and Big Data Expert

Objectives

A recognize the deficiencies associated with manual resource configuration and hese tofrastructure as Code to
eliminate those deficiencies

A recall the essential stages involved in the lifecycle of Infrastructure as Code and with the roles played by eacH
those stages

A recall the history of Infrastructure as Code and describe the foanmation of Infrastructure as Code from DevOps
the CloudOps paradigm

A describe the concept of Policy as Code, including the benefits of using Policy as Code to implement Infrastrug
Code

A list benefits and best practices for implementing Infrasture as Code to realize CloudOps

A specify the important CloudOps principles that need to be adopted to organize Infrastructure as Code

A list prominent tools and services that can be used to implement Infrastructure as Code while applying the req
DevOpsand CloudOps policies

A define the concept of Continuous Configuration Automation and recognize tools that can be used to automatg
configure various layers of infrastructure

A describe Chef features and its components and tools that can be used to impi€uatinuous Configuration

Automation
A install Chef and write cookbooks that can be used to manage provisioning of resources
A describe Infrastructure as a Service and differentiate between Infrastructure as a Service and Infrastructure a
implement of hfrastructure as Code using CloudFormation templates in AWS

Final Exam: DevOps Engineer

Objectives
A build configuration management workflows using a single machine running Chef Client
A compare DevOps and traditional IT management approaches fropetspective of driving software and systen

innovation

A create and manage a source code repository using the Google Cloud Console and gcloud ctinemaol

A create, configure, and start Sprints to manage projects and Backlogs

A create Kanban projects and digure the projects to prioritize and visualize project workflows

A create local Git repositories and synchronize them with centralized Git repositories in Azure DevOps

A define the concept of DevOps and how DevOps practices can help eliminate the probleautiohal software
development approaches

A demonstrate the use of GitLab as a complete DevOps platform foteedd DevOps lifecycle implementation

A describe Chef features and its components and tools that can be used to implement Continuous Contfigurati
Automation

A describe Cloud Build features that can be used to implement continuous integration

A describe continuous delivery and the benefits of adopting it

A describe continuous integration and continuous delivery implementation approaches using AWSsservice

A describe continuous integration and the principles that can be applied to implement it

A describe different approaches of embracing the DevOps mindset and the value DevOps brings to software
development projects

A describe Disciplined DevOps and the workftavDisciplined DevOps, with focus on how Disciplined DevOps
addresses challenges faced by modern organizations

A describe Git branching strategies that can help achieve continuous delivery

A describe Kanban elements that are used to manage prejeetution, with a focus on role, prioritization, blocker,

and feedback
A describe project tracking and forecasting techniques in Kanban project management
A describe Scrum and the Scrum roles used for implementing Agile projects
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describe the DevOpwmethodologies, principles, and strategies that are used to build theterehd DevOps
delivery lifecycle

describe the guiding principles and core practices of Kanban

describe the paradigms used to provide complete management layers for delivering appkaasing the DevOps
landscape

describe the technical, procedural, measurement, and cultural capabilities of Google Cloud Platform that dri
higher software delivery with CloudOps

differentiate between Agile and DevOps practices

differentiate between cotinuous integration, continuous delivery, continuous deployment, and value stream
mapping

differentiate between the mindsets that drive traditional and DevOps software development

install and configure Azure Boards for GitHub to manage the connectiorucé Bnard projects with GitHub
repositories

install Chef and write cookbooks that can be used to manage the provisioning of resources

list AWS services that provide tooling support for implementing-&rdnd CloudOps lifecycle

list Azure DevOps tool feates that can be used for software development with source control, work tracking,
continuous integration and delivery

list key elements of the DevOps mindset and describe the roles of design thinking, Lean, and Agile in enabli
facilitating DevOp# the enterprise

list project management tools that can be used to implement Kanban for managing value streams in project
implementations

list prominent tools and services that can be used to implement Infrastructure as Code while applying the re
DevOps and CloudOps policies

list the features of prominent tools and platforms used to set up traditional and DevOps deployment environ
list the key principles and foundational practices that are essential in implementing continuous delivery

list tools used to implement continuous delivery and their features

recall approaches Waterfall teams can use to transition to Kanban practices

recall common application management roadblocks and describe how the adoption DevOps practices and
principles can help solve them

recall DevOps and CloudOps concepts and describe the DevOps application lifecycle and the Azure DevOp
reference model

recall the essential stages involved in the lifecycle of Infrastructure as Code and with the roles played by ea
those staes

recall the history of Infrastructure as Code and describe the transformation of Infrastructure as Code from D
to the CloudOps paradigm

recall the history of Kanban and recognize Kanban strategies for helping IT operations teams meet project
timelines

recognize Agile Manifesto values that can help elevate businesses to the next level

recognize how the Continuous Delivery Maturity Model can help build and implement Enterprise Continuous
Delivery, with a focus on the Build, Deploy, Test, Regort phases

recognize key terms and goals that are critical for a successful rollout of Kanban for operations

recognize the approach of shifting security mindsets to DevSecOps culture with a focus on various security
components

recognize the begfits of using AWS for CloudOps and DevOps implementation

recognize the combined benefits of DevOps and Agile in managing large scale enterprise projects
recognize the criteria for selecting code repository solutions that can complement organizationedjistsa
recognize the deficiencies associated with manual resource configuration and how to use Infrastructure as (
eliminate those deficiencies

recognize the objectives of Agile and the core Agile principles based on the Agile Manifesto

recognize theelationship between AWS and DevOps

set up deployment projects using Atlassian tools

set up the continuous delivery architecture using required toolsets

specify the benefits of transforming software development approaches with the DevOps mindset wétlsaofo
agility and automation

use AWS CodeStar to develop, build, and deploy applications in AWS

use Azure Boards to manage software projects by tracking stories, Backlogs, features, and associated bugs
use Cloud Build and GitHub to automate continuousgnation workflows for serverless applications

use Cloud Build to automate continuous integration workflows for serverless applications

use CodeCommit to manage code repositories that can be used in CloudOps implementation
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Track 2:CloudEngineer(duration: 12h 31m 42}%

Adopting IT Automation

0

5

Niranjan Pandey

Software Engineer and Big Data Expert

0

Objectives

recognize the IT automation process and potential
applications that can be automated

describe the advantages, disadvantages, and best
practices of automation that should be applied for
productive IT operations

recognize how to develop enterprise automation
capabilities that can help deliver controlled self
service capabilities for managing IT processes anq
infrastructure

define key procsses that need to be followed to
implement effective IT automation strategy

list the key principles of DevOps and the approach
automating DevOps process using integration
technologies

identify the role of automation in DevOps and the
benefits of enablig standardization in DevOps
automation

recognize the role of the DevOps Automation
Architect along with their critical responsibilities
list the essential benefits of deployment automatio
and prominent approaches of implementing
deployment automation

descibe the benefits of cloud automation and
common cloud tasks that are a good candidate for
automation

recall the prominent tools that can be used to
automate DevOps practises with focus on CI/CD &
continuous monitoring

install and configure SaltStack to automate
Infrastructure provisioning

automate static site deployment using AWS
CloudFormation

A

A

>

>

Applying Design Patterns
in DevOps & CloudOps

(59 e ote:0 8

Niranjan Pandey

Software Engineer and Big Data Expert

Objectives

recall common application management roadbloc
and describe how the adoption DevOps practices
and principles can He resolve them

compare DevOps and traditional IT management
approaches from the perspective of driving
software and system innovation

describe Disciplined DevOps and the workflow of
Disciplined DevOps, with focus on how Discipling
DevOpsaddresses challenges faced by modern
organizations

list critical change management elements and
phases that enable enterprises to achieve better
outcomes with the right cultural shift

describe the paradigms used to provide complete
management layers for dieering applications
using the DevOps landscape

describe how DevOps can be utilized to bring
people, process, and technology together for digi
transformation in every layer

recognize prominent deployment strategies and
differentiate between traditionglmodern, and
dynamic deployment approaches

list the features of prominent tools and platforms
used to set up traditional and DevOps deploymel
environments

set up deployment projects using Atlassian tools
apply DevOps principles to setting up modern
deployment environments that are powered by
containerization in the cloud

recall the general release scheduling strategies tl
potentially support the Disciplined DevOps minds
set up release management solutions that can hg
track crossproject releases oa single board with
custom release workflows
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Using AWS to Set Up
DevOps and CloudOps
Automation

Niranjan Pandey

Software Engineer and Big Data Expert

Objectives

recall the history of Kanban and recognize Kanbar
strategies for helping IT operations teams meet
project timelines

describe the guiding principles and core practices
Kanban

recognize key terms and goals that are critical for
successful rollout of Kanban for operations
describe Kanban elements that are used to manag
project execution, with focusn role, prioritization,
blocker, and feedback

describe project tracking and forecasting techniqug
in Kanban project management

describe how Kanban enables value stream
visualization and ensures stable flow of DevOps
practices

recall approaches Waterfakkams can use to
transition to Kanban practices

create Kanban projects and configure the projects
prioritize and visualize project workflows

list project management tools that can be used to
implement Kanban for managing value streams in
projectimplementations

create Kanban boards and configure the columns
monitor project work and implement continuous
delivery of work

list important Kanban board metrics for tracking an
measuring progress and optimizing productivity
use the Kanban project magament approach to
demonstrate Agile metrics for optimizing delivery
create and configure Kanban boards and visualize
flow of work to map teams' workflow stages

set WIP limits to constrain work in progress while
using Kanban projects

apply Kanban appezxhes to manage DevOps
practices for a productive DevOps team, with focu
on work in progress, value stream mapping, and
work items

describe the quality control and continuous

improvement processes that are applied in Kanbal

> > > > >
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Applying Automation
Using AWS Tools

Niranjan Pandey
Software Engineer and Big Data Expert

Objectives

recognize the objedtes of Agile and the core Agils
principles based on the Agile Manifesto
recognize Agile Manifesto values that can help
elevate businesses to the next level

recognize the combined benefits of DevOps and
Agile in managing large scale enterprise projects
differentiate between Agile and DevOps practice!
create Scrum boards to implement the Agile projt
management methodology

create, configure, and start Sprints to manage
projects and Backlogs

describe Scrum and the Scrum roles used for
implementing Agile prects

list the types of reports that can help track Work i
Progress, including Burndown reports and Veloci
charts

recognize the steps involved in the visual
requirements gathering process for Agile project
management

describe the influence of architecteivision on
team velocity and software quality, with a focus ¢
the benefits of architecture vision

set up Agile product development projects and
practices using Jira, while also specifying the
product vision, goal, and project estimation with
the use of he objective criteria technique
implement Agile practices using Microsoft Azure
DevOps and TFS

list the key performance indicators and metrics tt
are used in Agile to evaluate the progress of
development projects




ijectives

A

p>N

p>N

> >

p)

p>N

Niranjan Pandey

Software Engineer and Big Data Expert

Azure DevOps$Repository &
Pipeline Management

recognize the objectives of the Topology and
Orchestration Specification for Cloud Application &
methodical frameworks that can be used for DevO
artifact transformaion with the TOSCA standard
recognize the DevOps workflow and the Azure
specific patterns used for automating DevOps
workflows

list Azure tools and technologies that help with
implementing eneto-end DevOps and CloudOps
practices in each phase of the bfgle

recognize the general workflow of version control
and the different types of version control provided
by Azure Repos

list the key elements and artifacts that are used in
Azure Repos to manage version control and
workflows

create local Gitepositories and synchronize them
with centralized Git repositories in Azure DevOps
create and manage branches using Azure DevOps
build GitHub repositories and applications using
Azure Pipelines from the command line

manage technical debts using AzldevOps and
SonarQube to implement continuous inspection of
code quality and review

implement CI/CD for Node.js applications using
Azure Pipelines

automate and execute test cases for web
applications as a part of the Azure DevOps releass
pipelines

create Amre CI/CD pipelines to enable etmlend
automation with Azure DevOps

Azure DevOps: Managing
Agile Lifecycle

Niranjan Pandey

Software Engineer and Big Data Expert

Objectives

A

>

b=

b=

> > > > >

>

set up continuous deployment of containerized
applications for Azure Kubernetes Service using
Azure Pipelines

recall Azure Boards capabilities that can be used
plan, trackand monitor Sprints following the Agile
methodology

demonstrate Agile planning and portfolio
management using Azure Boards tools and
processes that can be used to help plan, manage
and track work across teams

describe the concept of Azure Test Plans ftbm
perspective of manual and automated testing
create various test artifacts that include elements
like test plan, test suite, test case, test
configuration, and parameters for managing
backlog items

demonstrate the exploratory testing and feedbac]
management capabilities of Azure Test Plans
recall features of Azure Artifacts and best practic
that can be used to manage and share packagesg
discover, install, and publish NuGet, NPM, and
Maven packages in Azure DevOps

deploy multicontainer applications té\zure
Kubernetes Services

recognize the configuration management and
monitoring capabilities and tools of Azure DevOp
use Ansible Solution Templates to configure Ans
instances on virtual machines along with Ansible
and a suite of tools configured toork with Azure
configure Azure Kubernetes Service clusters in
Azure using Ansible and use Playbooks to create
resource groups and AKS clusters within the
resource groups

describe the various DevOps Solution Architectu
that are derived usingarious Azure DevOps tools
and technologies

use Azure Blueprint to create, deploy, and updat:
compliant environments
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Niranjan Pandey

Software Engineer and Big Data Expert

GCP DevOps: CloudOps w
Google Cloud Platform

Niranjan Pandey

Software Engineer and Big Data Expert

recognize Google Cloud Platform features and wh
Google Cloud Platform is a secondary cloud provig
describe the key features of Google Kubernetes
Engine and how it can be used to set up CloudOp;4
manage operations that scale and manage waail
list best practices for operating containers inspired
by the TwelveFactor App methodology and
recognize how to build cloudative applications
using the CloudOps methodology

create and configure Google Kubernetes Engine
clusters in default VPC and dna alias IP addresseg
deploy applications across multiple Kubernetes
clusters using an Istio multiuster service mesh
describe the features of Google Cloud Source
Repository and compare its capabilities with GitHy
create repositories using the Cloudusce
Repository and manage code using the
checkin/checkout and merge strategies

deploy applications from the Cloud Source
Repository to App Engine

compare the automated deployment capabilities of
Google Cloud Deployment Manager and Hashicor
Terraform

usethe Google Cloud Deployment Manager to
automate the configuration of Google Cloud Platfo
resources to deploy applications on targeted
environments

use Terraform to create virtual machine instances
the Google Cloud Platform and build applications ¢
the instances

recognize the machine learning, artificial intelligen
and analytical capabilities of Google Cloud Platfori
with focus on the toolsets that enable edge featurg
implementations like artificial intelligence, 10T, and
business intelligence

configure AutoML and BigQuery to manage large
scale of data and provide high quality machine
learning models following the CloudOps paradigm
configure Cloud Pub/Sub to set up futhanaged
reaHime messaging environments to send and
receive messages betweamiependent applications
recognize the concept of multloud design along
with the essential design patterns for connecting
Google Cloud Platform with other cloud platforms
establish connectivity and transfer data between
Google Cloud Platform and othepal service

providers using external IP addresses

DevOps Automation
Across Platforms:
CloudOps for Multcloud
Deployments

Objectives

A

A

b=

>

b=

b3

b3

b3

>

define multicloud and list the benefits of adopting
the multi-cloud strategy

describe multicloud architecture design, which cg
be used to derive effective cloud strategy for
application management on muitioud
environments

recognize the opportunities and challenges of
hybrid and multicloud deployments, along with
the critical drivers for hybrid cloud and muttioud
setups

recognize common hybrid and muttioud
architecture patterns and scenarios where they ci
be applied

list the common network topologies that can be
used for hybrid and muktloud setup

recognize the critical challenges associated with
multi-cloud environments and the frameworks the
can be used to elimate these challenges
describe CloudOps characteristics that can be
applied to build a cloud management platform foi
multi-cloud environments

list the AWS tools that can be used to implement
multi-cloud environment CloudOps and their
associated features

list the Azure tools that can be used to implemen
multi-cloud environment CloudOps and their
associated features

list the Google Cloud Platform tools that can be
used to implement multcloud environment
CloudOps and their associated features

create a multicloud environment with Azure and
AWS

describe the challenges associated with maltiud
in driving CI/CD across public and private clouds
identify the critical patterns that can be used to
build cloudspecific automations in DevOps
pipelines and list theteps involved in setting up
DevOpsstyle multicloud deployments

describe the multcloud DevOps Framework that
provides a DevOps solution for managing multi
cloud distributed environments
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Niranjan Pandey

Software Engineer and Big Data Expert

DevOps Automation Across Platforms: Working with Maltiud Tools

list the major DevOps tools that can be used or adapted for erlossl multicloud deployments

recognize the process of implementing CI/CD DevOps pipelines that employ multipleciotmhments,
including source code, monitoring, and tools that are used in each step

integrate Azure Active Directory with multiple Amazon Web Services accounts

use Azure Pipelines to realize the full DevOps cycle with-gialid support

setup and configre the CloudOps CI/CD process using Spinnaker to implement thectoulti environment
install and configure Jenkins to support mglibud environments and deploy code to medtoud environments
using containerization

list and compare the tools that cdie used to monitor metrics across medtoud platforms and environments
create secure, private, and site-site connections between Google Cloud Platform and Amazon Web Servi
using Virtual Private Networks to setup midtoud environments

set up andmonitor multi-cloud architecture involving Azure and AWS using New Relic

recognize the challenges associated with mellbiud disaster recovery setup and patterns that can be used t(
eliminate those challenges

set up cloud disaster recovery using Good®@ Platform and AWS

Final Exam: Cloud Engineer

Objectives

> > D> D> D>

>>> > >

> >

D >

build GitHub repositories and applications using Azure Pipelines from the command line

configure and manage Amazon EC2 systems with the AWS Systems Manager

create and manage branches using Azure DevOps

create local Gitepositories and synchronize them with centralized Git repositories in Azure DevOps
create repositories using the Cloud Source Repository and manage code using thnfdreskout and merge
strategies

create various test artifacts that include elemenkgltest plan, test suite, test case, test configuration, and
parameters for managing backlog items

define key processes that need to be followed to implement effective IT automation strategy

define multicloud and list the benefits of adopting the medtoud strategy

demonstrate the exploratory testing and feedback management capabilities of Azure Test Plans

describe CloudOps characteristics that can be applied to build a cloud management platform faooditi
environments

describemulti-cloud architecture design, which can be used to derive an effective cloud strategy for applic
management on muk€loud environments

describe the advantages, disadvantages, and best practices of automation that should be applied for prog
IT operations

describe the benefits of cloud automation and common cloud tasks that are a good candidate for automat
describe the concept of Azure Test Plans from the perspective of manual and automated testing

describe the evolution of design patternsdilist the elements that are used to share feasible solutions for
generic problems

describe the features of Google Cloud Source Repository and compare its capabilities with GitHub
describe the key features of Google Kubernetes Engine and how it candéouset up CloudOps to manage
operations that scale and manage workload

identify the role of automation in DevOps and the benefits of enabling standardization in DevOps automat
implement continuous security monitoring using AWS GuardDuty

install and cafigure Jenkins to support mutioud environments and deploy code to mwdtoud environments
using containerization




> > >

>N

> >>» > > P> D>

p>N

> I >

> > >

p>)

> > >

p>)

integrate Azure Active Directory with multiple Amazon Web Services accounts

list Azure tools and technologies that help with implementmgHo-end DevOps and CloudOps practices in
each phase of the lifecycle

list best practices for operating containers inspired by the TwEke&tor App methodology and recognize how
build cloudnative applications using the CloudOps methodology

list prominent AWS services that are used to facilitate the configuration management of multiple instances
AWS along with their associated features

list the AWS tools that can be used to implement mclud environment CloudOps and their associated
features

list the Azure tools that can be used to implement maltiud environment CloudOps and their associated
features

list the design patterns than can be adopted to enable DevOps and CloudOps in the enterprise

list the factors driving the adoption @evOps and CloudOps along with the approaches that are used to
implement automation

list the features and benefits of AWS Stack that compliment AWS DevOps and CloudOps adoption, as we
critical automation patterns of implementing AWS DevOps and ClosidOp

list the Google Cloud Platform tools that can be used to implement +tloltid environment CloudOps and the
associated features

list the major DevOps tools that can be used or adapted for erlossl multicloud deployments

manage applications using AA\MCodeStar, source repository, a continuous deployment toolchain, and a pro
dashboard

recall Azure Boards capabilities that can be used to plan, track, and monitor Sprints following the Agile
methodology

recall critical DevOps and CloudOps continuce@ayment patterns and recognize how to implement
continuous deployment pipelines

recall DevOps topologies and tools that are used to set up DevOps architecture to improve value delivery
customers and the business

recall features of Azure Artifacts abést practices that can be used to manage and share packages

recall the challenges associated with DevOps and CloudOps and describe the correct approach of using
implement DevOps and CloudOps in the enterprise to realize a positive impact ondsusine

recall the concept of Infrastructure as Code and the role of AWS CloudFormation in implementing and ma
Infrastructure as Code

recall the critical features of AWS CodeDeploy that can help automate software deployments to a variety
compute sevices

recognize AWS CodeStar features that can help facilitate developing, building, and deploying applicationg
recognize AWS Config features that are used to assess, audit, and evaluate the configuration of AWS res
recognize critical DevOpsd CloudOps patterns that are prominently used to scale applications using clou
services

recognize effective approaches to automating IT processes using the AWS DevOps Reference Architectu
recognize Google Cloud Platform features and why Google Clatfidr® is a secondary cloud provider
recognize how to develop enterprise automation capabilities that can help deliver controllesksélfe
capabilities for managing IT processes and infrastructure

recognize the challenges associated with meilbiud dsaster recovery setup and patterns that can be used to
eliminate those challenges

recognize the concept of muitioud design along with the essential design patterns for connecting Google
Platform with other cloud platforms

recognize the criticall@llenges associated with muttioud environments and the frameworks that can be us
to eliminate these challenges

recognize the general workflow of version control and the different types of version control provided by Az
Repos

recognize the IT autoation process and potential applications that can be automated
recognize the objectives of the Topology and Orchestration Specification for Cloud Application and metho
frameworks that can be used for DevOps artifact transformation with the TOSCAstand

recognize the process of implementing CI/CD DevOps pipelines that employ multiple cloud environments
including source code, monitoring, and tools that are used in each step

recognize the strategy for implementing and improving DevOps practices aoghige the tools that are used
across various development and operations processes in the enterprise

set up AWS CodeDeploy to automate the deployment of applications
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set up cloud disaster recovery using Google Cloud Platform and AWS
set upcontinuous deployment of containerized applications for Azure Kubernetes Service using Azure Pip
use AWS Config and Config rules to monitor and enforce compliance for infrastructures
use Azure Blueprint to create, deploy, and update compliant enmieots

use Terraform to create virtual machine instances on the Google Cloud Platform and build applications or]
instances

use the Google Cloud Deployment Manager to automate the configuration of Google Cloud Platform reso
to deploy applications otargeted environments
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Niranjan Pandey

Software Engineer and Big Data Expert

DevOps to CloudOps for
Multi-cloud

Objectives:
compare the differences between DevOps and CloudOy
along with challenges and best practices associated wit
the implementation of CloudOps

recognize the cloud capabilities that needs to be
integrated in existing DevOps implementations to
transform DevOps to CloudOps

identify the characteristics of prominécloud
management platforms that drives successful
implementation and adaption of CloudOps

describe the architectural designs that can lead to
effective multicloud strategy along with the challenges
managed by mulicloud strategy

compare the differencebetween hybrid cloud and mutti
cloud and describe the pattefnased multicloud
architecture migration

list the prominent multicloud management tools that we
can use to implement CloudOps along with the
recommended criteria for selecting the right medtoud
management tool

describe the approach of implementing and optimizing
multi-cloud strategy in the enterprise

recognize the role played by CloudOps automation to d
business transformation in mutloud

describe the CloudOps design scenarios thatused in
the enterprise to manage critical architectural and
operational requirement of mukcloud strategy

recall the approaches of building DevOps pipelines for
multi-cloud application deployment

specify the key features of the muttloud management
model and define the architecture of Cloud Service
Brokerage platform that are used to eliminate operation
challenges of mukcloud

recognize the challenges of designing CloudOps solutig
for multi-cloud and describe the optimized design of mu
cloudCloudOps framework to mitigate the challenges
from the perspective of release management

6 e

Implementing laaS &
Orchestration for Multi
cloud Environments

Niranjan Pandey

Software Engineer and Big Data Expert

Objectives:

A

P
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define laaS along with the architecture of laaS and the
key benefits that we can realize with the adoption of
laaS with CloudOps

recall the core cloudervices and compare the
capabilities of laaS with SaaS and PaaS

list the core components of laaS platform and
architecture and compare the capabilities of laaS with
Bare Metal as a Service

describe the features of the declarative and imperative
approachef implementing Infrastructure as Code
along with the right fit scenarios of adopting them

list the popular laaS providers that provides
infrastructure resources like servers, network
connections, storage along with critical features like
content deliverynetworks and load balancing
recognize the role of orchestration in implementing
CloudOps for heterogeneous deployments

recognize the relation between orchestration and
automation along with the benefits of cloud
orchestration from the perspective of muitioud
CloudOps adoption

identify the categories of cloud automation and
orchestration tools from the perspective of cloud
providernative and thirdparty tools

recall the multicloud strategies and tools that we can
use to plan and architect Infrastructias a Service and
orchestration in order to optimize CloudOps resource
provisioning and costs

define the concept of containers along with the benefit
of running containers in mukgloud environments

list the APIs and tools that are used in running corees
in multi-cloud environments along with the key aspects
that we have to consider when choosing cloud
infrastructures for containerized applications
recognize the role of Kubernetes in container
management for mulcloud and the impact of
containerizaion on multicloud and edge computing
requirements like Al and loT

install and configure OpenStack on Ubuntu LTS to cre
multi-cloud models

install OpenNebula and configure the OpenNebula lag
cloud installation on Ubuntu LTS to create mualéud
modek
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Software Engineer and Big Data Expert

288 CloudOps Interoperability:
== Modeling Cloud Computing
=0 forIntegration

CloudOps Interoperability:
Inter-cloud Integration &
Implementation

Niranjan Pandey

Software Engineer and Big Data Expert

Objectives:

describe the role of standards in cloud computing
interoperability and list cloudomputing
interoperability use cases supported by standards
list the categories of cloud computing portability an
interoperability with focus on data, application,
platform, and infrastructure components
describe the interfaces of the Distributed Computir
Reference Model along with the standardization
required for cloud computing portability and
interoperability

recall application design principles that can help
reduce complexity and provide better
interoperability for diversified applications that are
designed for cloud computing

describe the Cloud Ecosystem Reference Model g
its taxonomy to design interoperable cloud
architectures

recognize the cloud ecosystem Enterprise
Architecture Principles that ensure consistency an
integrity of the enterprise athitecture in managing
the life cycle of cloud services across the enterprig
list the prominent cloud deployment models and
describe scenarios for adopting them

specify the benefits of achieving cloud
interoperability and maximizing portability, along
with the challenges of achieving interoperability
between diversified cloud components

describe the key elements of interoperability and
portability for cloud services, as well as scenarios
that depict interoperability and portability
considerations and requeéments and how to addres
them

compare the features exhibited by public, private,
and hybrid cloud that helps CloudOps Architects
decide the right environment for application
deployment

recall important considerations for defining hybrid
cloud strategy, \ith focus on hybrid cloud
integration, management, and CloudOps adoption
recognize the processriented classification of cloug
migration that can help migrate selected

architectural components from epremise to cloud

>

>

Objectives:

recognizeconsiderations for adopting cloud
deployment strategies and appropriate scenarios
for adopting private and public cloud for
application deployment

list and compare the prominent cloud offerings th
enable enterprises to deploy and manage a wide
array of pivate, public, and hybrid cloud
environments

describe the prominent types of cloud integration
and their benefits in creating and operating cleud
to-cloud integration

describe recommended approaches of cloud
application integration and list the feature$ o
prominent cloudbased integration tools that
enable handling the increasing complexity of IT
frameworks by connecting diverse and disparate
data and services

recognize the benefits of using Integration Platfol
as a Service to integrate muttioud envionments
install and configure the CloudHub platform servi
to deploy applications with a fulgnanaged and
highly available cloud infrastructure

set up the Talend environment to build portable
multi-cloud integration workflows

describe the features of therominent types of
inter-cloud implementations and list the popular
topologies of different cloud architectures
describe architectural patterns that can be adopti
to plan multicloud migration and deployments
recognize the multcloud implementation
workflow that can help design automated and
portable architectures for application delivery
demonstrate the steps involved in integrating AW
with Azure Active Directory

demonstrate how to use Aviatrix to integrate Azu
with AWS and Google Cloud Platform




Docker & Multicloud:
Managing Multicloud with
Docker

Niranjan Pandey

Software Engineer and Big Data Expert

Niranjan Pandey

Software Engineer and Big Data Expert

Docker & Multicloud:
Multi-host, Multi-cloud
Management with Docker
Enterprise

Objectives:

A

A

p>N

p>N

p>N

p>N

p>N

p>N

recall the architecture of Docker along with the
features afforded by Docker components

recall the benefits afforded by Docker and list the
prominent open source tools that can be used by
architects for productive container implementation
implement container linking to allow multiple
containers to link with each other

recognize the criticathallenges of setting up multi
cloud container management along with the
essential features that are required for mudtioud
management platform with containerization

define the multicloud strategy and the role of
Docker Container Management in implemang
multi-cloud containerization

list the critical Docker services that needs to be
managed while setting up muldloud
containerization architecture with Docker
describe the features of Docker Cloud and Docker
Hub along with the benefits of combining kec and
multi-cloud computing technologies

demonstrate the steps involved in integrating Dock
Cloud with AWS

set up nodes on Docker Cloud and deploy service
the nodes

create multicloud Docker clusters using Docker
Swarm, Docker Machine, apdpular cloud
platforms

Objectives:

A

A

set up overlay network driver to create distributec
networks among multiple Docker daemon hosts
define the federated application management
process along with the benefits of adopting
federated application pattern

recogrize the components and features of Docke
Enterprise along with the role of Docker Enterpris
in implementing federated application
management architecture

compare the capabilities of Docker and Kubernet
from the perspective of muktloud orchestration
and management

describe the Kubernetes federation architecture
and recognize the role of Kubernetes and Docke|
that follows topology and orchestration
ALISOAUOKFGAZ2Y F2NJ Of 2 dzA
connect Docker local client with remote AWS
Docker host to set up hyla containerized
environment

demonstrate the implementation of Multhost
Overlay Networking using Etcd

recognize the objective of Cloud Native Computir
Foundation and describe the CNCF's recommen
path using the Cloud Native Landscape

create AWS andzArre clusters using the
Containership.io platform

set up federated application management with
Docker Enterprise and Amazon EKS




Managing Multicloud
Containers Using
Kubernetes

Niranjan Pandey

Software Engineer and Big Data Expert
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Obijectives:

A
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p>N
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p>N

p>N

p>N
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recall the architecture and components of
Kubernetes along with the different types of pods
that can be used to host verticaligtegrated
applications

list the prominent tools and addns that are used to
manage the deployment and life cycleKubernetes
clusters and describe their associated features
describe the essential patterns that can be used w
Kubernetes to create productieievel and
heterogeneous deployments

recall the challenges of muktioud architectures and
illustrate how Kubkrnetes can help reduce the
complexity and risks of multiloud strategy
compare the features of Kubernetes and Docker a
describe the solution architectures that can be buil
using Kubernetes and Docker in production
recognize the essential Kubernetegtteyment
patterns that can be used to deploy application
stacks using the Declarative deployment method
implement Fixed and Recreate deployment
strategies using Kubernetes

implement Zero Downtime and No Concurrent
Versions deployment applying the Blue/Gree
deployment strategy using Kubernetes

implement Canary testing using Kubernetes
Deployments and Services

describe the Kubernetes Cluster Federation, which
allows coordinating the configuration of multiple
Kubernetes clusters

install and configurenulti-cloud single node
Kubernetes clusters on Ubuntu to deploy all
Kubernetes services

install and configure mulitloud Kubernetes on AW
to manage multicloud orchestration

describe the Extension and Operator patterns that
are used in Kubernetes to impre Kubernetes

cluster management capabilities

OpensStack in CloudOps:
Managing Multicloud
with OpenStack

0 ﬂ
A )

Niranjan Pandey

Software Engineer and Big Data Expert

Obijectives:

A

A

recognize the role of OpenStack and the OpenSt
components that provide the capability to access
infrastructure resources

install OpenStack and demonstrate the steps to
create and launchirtual machine instances using
the Ul

install and configure storage nodes to operate
account, container, and object services

describe topologies of multiloud orchestration
involving Azure, AWS and OpenStack
differentiate between OpenStack and Kubernete
and describe the benefits of using them together
list tools that can be used to manage OpenStack
deployment and life cycle

recognize the role of shared services that are us
by OpensStack to provide critical services like
identification, imaging, indexin@nd placement
describe the features of Heat that are used to
orchestrate composite cloud applications through
OpenStack

install and configure Heat on OpenStack nodes
recall the different approaches of deploying
OpenStack and getting started with the most
commonly used OpenStack services




OpenStack in CloudOps:
Automation

Niranjan Pandey

Software Engineer and Big Data Expert

ijectives

A

A
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recognize the enterprise and operational factors th
impacts the design of OpenStack Cloud

describe the impact of SLA considerations on the
design of OpenStack cloud to provide redundancy
and high availability

recall use cases of implementing OpenStack
container integration and open source projects tha
are used to implement OpenStack container
integration points

list the prominent containers and Platform as a
Service tools that can be deployed on OpenStack
Cloud

recognize how Magnum helps manage container
orchestration engine provisioning

launch OpensStack instances using Docker Machin
and theninstall and configure Docker on the
launched instances

run Kubernetes clusters in OpenStack ecosystem
deploy a simple application server

describe the challenges of implementing OpenSta
multi-cloud along with the associated solutions for
eliminating hose challenges

install and configure Jenkins Automation Server af
create jobs to install OpenStack Cloud

install OpenStacknsible in test environments using
general workflows that include hosts preparation,
deployment configuration, playbook executiand
verification

Securing CloudOps
Deployments: Security
Standards for Multcloud

Niranjan Pandey :

Software Engineer and Big Data Expert

ijectives

A

A

recognize the key principles and strategies for
securing the enterprise cloud

describe recommended practices and models for
perimeter security that can help enterprises
develop consistent and effective approaches to
cloudsecurity

recall the role and characteristics of a cloud
security framework and classify the key cloud aul
methods

specify the appropriate choices for security
mechanisms and recognize options that need to
configured for security mechanisms on both the
service and client side

recognize prominent intrusion detection
techniques that are used to manage cloud
computing and security challenges

recall approaches that can be adopted to overcol
the impacts of security challenges in muibud
environments

identify security challenges that need to be
considered when using multiple cloud providers
and recognize best practices that enterprises car
adopt to significantly improve the security of mult
cloud deployments

recognize approaches of securing CloudOps
platforms that can help in building secure pipeling
middleware, and infrastructure for multloud
applications

recall security issues of public, private, and hybri
cloud models that need to be considered by clou
architects when designing cloud solutions
specify the steps that cloud service customers
should take to evaluate and manage the security
and privacy of the cloud services from the
perspective of mitigating risks and delivering the
appropriate level of support




Securing CloudOps
Deployments:
Implementing

Niranjan Pandey

Software Engineer and Big Data Expert

ijectives:

A

recall AWS Cloud Security services and features t
can be used to secure workloads and applications
the cloud

configure AWS Security Hub to automate security
checks, manage security findings, and identify the
highest priority security issues across AWS
environments

create and configure symmetric and asymmetric ki
using AWS KMS to control encryption across AWS
list the security products provided by Azure tleain
be used to protect data, applications, and
infrastructure when implementing layered security
and defense in depth strategies across identity, da
hosts, and networks

implement Azure Active Directory and Seamless
Single Sigi®n to automatically sigmiusers
recognize the Google Security Model and Google
services that can be used to fulfil the security, poliq
and regulatory compliance requirements of cloud
deployments

set up VPN between a Check Point Security Gatey
and Cloud VPN on Google CloudfBtan

recognize the need for securing containers and
recommended cloud container security best
practices to consider when securing container usa
in the cloud

harden security and restrict network access to the
control plane and nodes of Google Kubernetes
Engine

encrypt Kubernetes Secrets at the application laye
using keys that are managed in Cloud Key
Management Service

CloudOps: Implementing
SDWAN to Optimize

Niranjan Pandey

Software Engineer and Big Data Expert

ijectives:

A
A

A

A

A

A

recall the evolution of wide area networks
differentiate between traditional and software
defined wide area networké&SBDWANS) and
describe the advantages of using-8[AN

describe the solution architecture of an-S¥AN
and the primary components that are used to bui
SDWAN solutions

differentiate between a software defined network
and SBWAN and describe theorking mechanism:
of the SBWAN

describe SBVAN overlays and the design of
various topologies and deployment models using
SDWAN overlays

describe how CloudOps can be applied to netwo
to remove the complexity of configuring, managir
and delivering SOVANs

list tools and applications that can be used to bui
deploy, and maintain SI/ANs

recognize security challenges and best practices
SDWAN secure deployments

recall the prominent Cisco SDAN architectures
that can be implemented on AWS

configure AWS Transit Gateway using the Amaz(
VPC Console

recognize challenges of legacy network design a
SDWAN approaches for transforming complex
legacy networks into eadp-manage and scalable
networks

configure the AW®rovided Cisco Cloud Services
Router1000V- BYOL for S®/AN

configure VMware SBWWAN using VeloCloud
Gateway to facilitate SBVAN capabilities to
service provider environments

list common techniques and solutions for
optimizing WAN to speed up important elements
the network







